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Physical layer security

In modern wireless communications secrecy plays an ever in-
creasing role.
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Physical layer security

Inherent openness in the wireless communications channel causes
two types of attacks: eavesdropping and jamming.
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Physical layer security

What is the Physical Layer?
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Physical layer security

The lowest layer of the 7-layer OSI protocol stack.
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Physical layer security

Current state-of-the-art security techniques:
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Physical layer security

1) Cryptography, is at higher layers of network and based on
limited computational power at the adversary.
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Physical layer security

1) Cryptography, is at higher layers of network and based on limited
computational power at the adversary.

It includes two types of algorithms: secret-key encryption and
public-key encryption algorithms.
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Physical layer security

1) Cryptography, is at higher layers of network and based on limited
computational power at the adversary.

It includes two types of algorithms: secret-key encryption and
public-key encryption algorithms.

Secret-key algorithms are computationally efficient, while have
challenges for key management.

Public-key algorithms are simple in terms of key management,
but require considerable computational resources.

Hence, hybrid cryptosystems are employed in practice.
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Physical layer security

Several disadvantages:
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Physical layer security

Several disadvantages:

1 Using public-key algorithms to distribute secret keys adds com-
plexity in the design of networks,
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Physical layer security

Several disadvantages:

1 Using public-key algorithms to distribute secret keys adds com-
plexity in the design of networks,

2 Public-key algorithms are not provably perfectly secure and are
vulnerable to the so-called man-in-the-middle attack.
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Physical layer security

2) Spread spectrum, e.g., frequency hopping and CDMA:
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Physical layer security

2) Spread spectrum, e.g., frequency hopping and CDMA:

At the physical layer,

Based on limited knowledge at the adversary.
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Physical layer security

3) Physical layer security:
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Physical layer security

3) Physical layer security:

At the physical layer,

No assumption on adversary’s computational power,

No assumption on adversary’s available information,

Provable and quantifiable(in bits/sec/hertz),
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Physical layer security

3) Physical layer security:

At the physical layer,

No assumption on adversary’s computational power,

No assumption on adversary’s available information,

Provable and quantifiable(in bits/sec/hertz),

Implementable using signal processing and coding techniques.
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Wiretap channels

Wiretap channels were introduced by Aaron D. Wyner already
in 1975

It assumes Bob’s signal-to-noise ratio (SNR) is sufficiently large
compared to Eve’s SNR.

Wyner introduced coset coding strategy in order to confuse
Eve. In coset coding, random bits are transmitted in addition
to the data bits.

Due to the SNR assumption, Bob can retrieve the data bits
with high probability, while Alice is only able to retrieve the
random bits.
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Wiretap channels

Assume Alice and Bob are discussing over a table in a noisy res-
taurant, and Eve is eavesdropping in a table located far enough
not to hear the essential contents of the conversation.

Random bits could be thought of as Alice yelling something
irrelevant (Eve hears this), and data bits are whispered just
loud enough so that Bob can hear.

We assume Alice is using a lattice code for coset coding.

The finer lattice intended to Bob is denoted by Λb (whispering),
and the coarse lattice is denoted by Λe (yelling).
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Lattices

A lattice Λ is a discrete subgroup of rank m in the real m-
dimensional space Rm.

Every lattice Λ has a basis B = {b1, . . . ,bn} ⊆ Rm.

The matrix M with b1, . . . ,bn as rows is a generator matrix for
the lattice.

The matrix G = MMt is called a Gram matrix for the lattice.

A lattice Λ in Rm is an integral lattice if and only if its Gram
matrix has coefficients in Z.
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Coset encoding in Gaussian wiretap channels

We consider a Gaussian wiretap channel, that is, a broadcast
channel. This channel is modeled by

y = x + vb

z = x + ve ,

where x is the transmitted signal, vb and ve denote the Gaussian
noise at Bob and Eve’s side, respectively, both with zero mean,
and respective variance σ2

b and σ2
e . Eve has a poor SNR, in

particular with respect to Bob, that is σ2
b � σ2

e .

Khodaiemehr Shahid Beheshti University November 5, 2019 10 / 70
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Coset encoding in Gaussian wiretap channels

Alice’s encoder maps l bits s1, . . . , sl to a codeword x = (x1, . . . , xn)
in Rn. Over a transmission of n symbols, we get

y = x + vb,
z = x + ve ,

(1)

vb and ve are Gaussian noise vectors at Bob and Eve’s side,
respectively, with zero mean, and variance σ2

b and σ2
e and σ2

b �
σ2
e . We consider the case where Alice uses lattice codes, namely

x ∈ Λb, where Λb is an n-dimensional real lattice intended to
the legitimate receiver Bob.

Khodaiemehr Shahid Beheshti University November 5, 2019 10 / 70
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Coset encoding in Gaussian wiretap channels

ALICE BOB

EVE

Encoder Decoder

Decoder

Main Cahnnel

Wiretap Channel

vb

ve

s
x y

z

ŝ

ˆ̂s

Figure: Gaussian wiretap channel setup.Khodaiemehr Shahid Beheshti University November 5, 2019 11 / 70
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Coset encoding in Gaussian wiretap channels

In coset coding, we map s to a coset. Then, the point to
be actually transmitted is chosen randomly inside that coset.
Consequently, k bits (k ≤ l) of s carry the information, and
l − k bits, the randomness.

Khodaiemehr Shahid Beheshti University November 5, 2019 12 / 70
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Coset encoding in Gaussian wiretap channels

We partition the lattice Λb into a union of disjoint cosets of the

form Λe + c, with Λe ⊂ Λb and
∣∣∣Λb

Λe

∣∣∣ = 2k = vol(V(Λe))
vol(V(Λb)) , and c

an n-dimensional vector. We need 2k cosets to be labeled by
the information vector sd ∈ {0, 1}k :

Λb =
2k⋃
j=1

(Λe + cj) . (2)

Khodaiemehr Shahid Beheshti University November 5, 2019 12 / 70
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Coset encoding in Gaussian wiretap channels

Once the following mapping is done

sd 7→ Λe + cj(sd ), (2)

the coset encoding means that a random vector r ∈ Λe is chosen
and the transmitted lattice point x ∈ Λb is

x = r + cj(sd ) ∈ Λe + cj(sd ). (3)

Khodaiemehr Shahid Beheshti University November 5, 2019 12 / 70
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Bob’s constellation Eve’s constellation

2log 64 6 b/sBC = = 2log 16 4 b/sEC = =

Bob’s noise Eve’s noise

2 b/ss B EC C C= − =
Khodaiemehr Shahid Beheshti University November 5, 2019 13 / 70
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Message 1

Message 2

Message 3

Message 4

Divide Bob’s constellation into 4 subsets.
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Message 1

Message 2

Message 3

Message 4

All red stars denote the same message. Pick one randomly.
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Message 1

Message 2

Message 3

Message 4

Bob can decode the message reliably.
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Message 1

Message 2

Message 3

Message 4

For Eve, all 4 messages are equally-likely.
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Design of good wiretap codes

Considering the wiretap channel where Alice transmits lattice
codewords from an n-dimensional lattice Λb, we get that the
probabilities Pc,b and Pc,e , which are the correct decision pro-
babilities for Bob and Eve, respectively, as follows

Pc,b ≈
1

(σb
√

2π)n

∫
V(Λb)

e−‖u‖
2/2σ2

bdu. (4)

Pc,e ≈
1

(σe
√

2π)n
vol(V(Λb))

∑
r∈Λe

e−‖u‖
2/2σ2

e . (5)

In order to minimize the probability Pc,e , while keeping Pc,b

unchanged, we should find a lattice Λb which is as good as
possible for the Gaussian channel, its sublattice Λe minimizes∑

r∈Λe
e−‖u‖

2/2σ2
e and log2 |Λb/Λe | = k .

Khodaiemehr Shahid Beheshti University November 5, 2019 18 / 70
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Secrecy gain

Two lattice design criteria have been recently proposed to cha-
racterize the confusion created by Λe : the secrecy gain, and
the flatness factor.

The secrecy gain originally captures the loss in Eve’s probability
of correctly decoding when Λe is used instead of Zn.

Both the flatness factor and the secrecy gain involve the theta
series of Λe at a particular point.

Khodaiemehr Shahid Beheshti University November 5, 2019 19 / 70
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Secrecy gain

Definition

Let H = {a + ib ∈ C | b > 0} denote the upper half complex plane
and set q = eπiτ , τ ∈ H. The theta series of a lattice Λ is defined
by

ΘΛ(τ) =
∑
t∈Λ

q‖t‖
2
, (6)

where ‖t‖2 = 〈t, t〉 is the norm of a lattice vector, in which 〈, 〉 :
Λ× Λ→ R is the bilinear form that Λ is defined based on it.
If Λ ⊂ Rn, we can consider ‖t‖2 =

∑n
i=1 t

2
i , for t = (t1, . . . , tn) ∈ Λ.

If Λ is integral, the theta series of Λ can be written as
∑

m∈Z Amq
m,

where Am = |{x ∈ Λ : ‖x‖2 = m}|.

Khodaiemehr Shahid Beheshti University November 5, 2019 19 / 70
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How flat the sum of Gaussian measures is ?

Sum of Gaussian measures

Figure : Sum of Gaussian Measures on the
2Z2 lattice with σ2 = 0.3 and σ2 = 0.6

How far is the folded noise distribution from the
uniform distribution on V (Λc )?

Flatness factor (L∞−distance w.r.t. uniform)

εΛc (σ) = max
x∈V(Λc )

∣∣∣∣∣∣∣∣

∑
λ∈Λc

(
1

2πσ2

) n
2

e
− ‖x−λ‖2

2σ2

1/Vol (Λc )
− 1

∣∣∣∣∣∣∣∣

The flatness factor can be computed

εΛc (σ) =

(
Vol (Λc )

2
n

2πσ2

) n
2 ∑

λ∈Λc

e
− ‖λ‖

2

2σ2

︸ ︷︷ ︸
ΘΛc

(
− ı

2σ2

)

−1

This slide is taken from: https://www.lnt.ei.tum.de/fileadmin/w00bxt/www/events/MCM2015/mcm2015_belfiore.pdf
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Secrecy gain

Exceptional lattices have theta series that can be expressed
as functions of the Jacobi theta functions ϑi (q), q = e iπz ,
=(z) > 0, i = 2, 3, 4, themselves defined by

ϑ2(q) =
+∞∑

n=−∞
q(n+ 1

2 )
2

, (7)

ϑ3(q) =
+∞∑

n=−∞
qn

2
, (8)

ϑ4(q) =
+∞∑

n=−∞
(−1)nqn

2
. (9)

Khodaiemehr Shahid Beheshti University November 5, 2019 21 / 70
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Secrecy gain

A few examples of theta series of exceptional lattices are given
in Table.

Table: Theta series of some exceptional lattices.

Lattice Λ Theta series ΘΛ

Cubic lattice Zn ϑn3

Checkerboard lattice Dn
1
2 (ϑn3 + ϑn4)

Gosset lattice E8
1
2 (ϑ8

2 + ϑ8
3 + ϑ8

4)

Leech lattice Λ24
1
8 (ϑ8

2 + ϑ8
3 + ϑ8

4)3 − 45
16 (ϑ2 · ϑ3 · ϑ4)8

Khodaiemehr Shahid Beheshti University November 5, 2019 21 / 70
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Secrecy gain

The information leaked to the eavesdropper is measured in
terms of equivocation1, that is H(S l |Zn), where S and Z de-
note respectively to Alice’s data and Eve’s data.

1Given discrete random variables X with domain X and Y with domain Y,
the conditional entropy of Y given X is defined as

H(Y |X ) =
∑

x∈X ,y∈Y
p(x , y) log

p(x)

p(x , y)
.

Mutual information of two discrete random variables X and Y can be expressed
as

I (X ;Y ) = H(Y )− H(Y |X ),

where
H(X ) = −

∑
x∈X

p(x) log p(x).

Khodaiemehr Shahid Beheshti University November 5, 2019 21 / 70
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Secrecy gain

The best possible secrecy is achieved when H(S l |Zn) = H(S l),
or equivalently when I (S l ;Zn) = H(S l) − H(S l |Zn) = 0. It
was shown for the Gaussian wiretap channel that

I (S l ;Zn) ≤ εn(nR − log εn), (7)

where

εn =
vol(Λe)ΘΛe (1/2πσ2

e )

(
√

2πσ2
e )n

− 1, (8)

and R is the total rate

R = Rs + Re , (9)

where Rs = 2k
n is the information bits rate intended to Bob,

and Re = 2r
n , with r the number of random bits, is the random

bit rate, for complex channel uses.
Khodaiemehr Shahid Beheshti University November 5, 2019 21 / 70
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Secrecy gain

In order to show the benefit of a good coding strategy with
respect to no coding at all, we compare the terms εn + 1 ob-
tained when Λe is a lattice introduced to confuse Eve with the
uncoded case corresponding to Λe = λZn, where the factor
λ = n

√
vol(Λ) is introduced to fairly compare Λe and λZn (the

comparison is done under the rate constraint |Λb/Λe | = 2k):

εn(λZn) + 1

εn(Λe) + 1
=

ΘλZn(1/2πσ2
e )

ΘΛe (1/2πσ2
e )
.
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Secrecy gain

Definition

Let Λ be an n-dimensional lattice. The secrecy function of Λ is
given by

ΞΛ(τ) =
Θ n
√

vol(Λ)Zn(τ)

ΘΛ(τ)
, τ = yi , y > 0. (7)

The strong secrecy gain χΛ,strong of an n-dimensional lattice Λ is
defined by

χΛ,strong = sup
y>0

ΞΛ(yi). (8)
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Secrecy gain

Since the above maximum value is not easy to calculate for a general
lattice, a weaker definition of secrecy gain has been introduced.

Definition

A multiplicative symmetry point is a point y0 such that ΞΛ(y0 ·
y) = ΞΛ(y0/y) for all y > 0 (in terms of log y and log y0, yielding
ΞΛ(log y0 + log y) = ΞΛ(log y0 − log y)).

Definition

Suppose that Λ is an n-dimensional lattice, whose secrecy function
has a symmetry point y0. Then the weak secrecy gain χΛ of Λ is
given by

χΛ = ΞΛ(y0) =
Θ n
√

vol(Λ)Zn(y0i)

ΘΛ(y0i)
. (9)
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lattice, a weaker definition of secrecy gain has been introduced.

Definition

A multiplicative symmetry point is a point y0 such that ΞΛ(y0 ·
y) = ΞΛ(y0/y) for all y > 0 (in terms of log y and log y0, yielding
ΞΛ(log y0 + log y) = ΞΛ(log y0 − log y)).

Definition

Suppose that Λ is an n-dimensional lattice, whose secrecy function
has a symmetry point y0. Then the weak secrecy gain χΛ of Λ is
given by

χΛ = ΞΛ(y0) =
Θ n
√

vol(Λ)Zn(y0i)

ΘΛ(y0i)
. (9)
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Preliminaries

Algebraic Number Fields

A number field is a finite extension of Q.

An element α ∈ K is an algebraic integer if it is a root of a
monic polynomial with coefficients in Z. The set of algebraic
integers of K is the ring of integers of K , denoted by OK .

If K is a number field, then K = Q(θ) for an algebraic integer
θ ∈ OK .
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Preliminaries

Embeddings of Number Fields

For a number field K of degree n, the ring of integers OK forms
a free Z-module of rank n.

Every basis {ω1, . . . , ωn} of the Z-module OK is an integral
basis of K .

Let K = Q(θ) be a number field of degree n over Q. There
are exactly n embeddings σ1, . . . , σn of K into C defined by
σi (θ) = θi , for i = 1, . . . , n, where the θi ’s are the distinct
zeros in C of the minimal polynomial of θ over Q.
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Preliminaries

Trace and Norm

Let K be a number field of degree n and x ∈ K . The elements
σ1(x), . . . , σn(x) are the conjugates of x , and

NK/Q(x) =
n∏

i=1

σi (x), TrK/Q(x) =
n∑

i=1

σi (x), (10)

are the norm and the trace of x , respectively.

Discriminant of Number Field

Let {ω1, . . . , ωn} be an integral basis of K . The discriminant of K
is defined as

dK = (det[(σj(ωi ))ni ,j=1])2. (11)
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Preliminaries

Signature of a Number Field

Let r1 be the number of embeddings with image in R and 2r2
the number of embeddings with image in C so that r1+2r2 = n.

The pair (r1, r2) is the signature of K .

If r2 = 0 we have a totally real algebraic number field.
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Preliminaries

Canonical Embedding

Order the σi ’s so that, for all x ∈ K , σi (x) ∈ R, 1 ≤ i ≤ r1, and
σj+r2(x) is the complex conjugate of σj(x) for r1 + 1 ≤ j ≤ r1 + r2.
The canonical embedding σ : K → Rr1 × Cr2 is

σ(x) = (σ1(x), . . . , σr1(x), σr1+1(x), . . . , σr1+r2(x)). (12)

If we identify Rr1 × Cr2 with Rn, the canonical embedding can be
rewritten as σ : K → Rn

σ(x) = (σ1(x), . . . , σr1(x),<σr1+1(x),=σr1+1(x),

. . . ,<σr1+r2(x),=σr1+r2(x)), (13)

where <σj and =σj denote the real and imaginary parts of σj .
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Preliminaries

Decomposition of Prime Ideals over Number Fields

Let K be a number field and L be a finite separable extension
of K . For a prime ideal p of OK , pOL is an ideal of OL with
following factorization into the primes of OL

pB = Pe1
1 · · ·Per

r , (14)

where ei ≥ 1.

Each ei is the ramification index of Pi over p, and it is denoted
by e(Pi/p).

If Pi lies above p in OL, we denote by f (Pi/p) the degree of
the residue field extension OL/Pi over OK/p; which is called
the residue class degree or inertia degree.
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Preliminaries

Theorem

Let K be a number field and L be a finite separable extension of K .
Let p be a prime of OK . Then

[L : K ] =
∑
P|p

e(P/p)f (P/p). (15)

Remark

When L/K is a Galois extension of degree n, e(P/p) = e
and f (P/p) = f for all P|p and above equation simplifies to
n = efg , where g is the number primes of OL above p.

If [L : K ] = e(P/p), P is totally ramified above p.
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Preliminaries

Definition

An integral lattice Γ is a free Z-module of finite rank together with
a positive definite symmetric bilinear form 〈, 〉 : Γ× Γ→ Z.
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Preliminaries

Properties of Algebraic Lattices

The discriminant of a lattice Γ, denoted by disc(Γ), is the de-
terminant of MMt where M is a generator matrix for Γ.

The volume vol(Rn/Γ) of a lattice Γ is defined to be | det(M)|.
The discriminant is related to the volume of a lattice by√

det(G) = vol(Rn/Γ) =
√

disc(Γ). (16)
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Preliminaries

Properties of Algebraic Lattices

The discriminant of a lattice Γ, denoted by disc(Γ), is the de-
terminant of MMt where M is a generator matrix for Γ.

The volume vol(Rn/Γ) of a lattice Γ is defined to be | det(M)|.
The discriminant is related to the volume of a lattice by√

det(G) = vol(Rn/Γ) =
√

disc(Γ). (16)
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Preliminaries

Theorem

Let K be a number field and {ω1, . . . , ωn} be an integral basis of
OK . The n vectors vi = σ(ωi ) ∈ Rn, i = 1, . . . , n are linearly
independent, and define a full rank lattice Λ = Λ(OK ) = σ(OK ).
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Theorem

Let K be a number field and {ω1, . . . , ωn} be an integral basis of
OK . The n vectors vi = σ(ωi ) ∈ Rn, i = 1, . . . , n are linearly
independent, and define a full rank lattice Λ = Λ(OK ) = σ(OK ).

Theorem

Let dK be the discriminant of a number field K . The volume of the
fundamental parallelotope of Λ(OK ) is given by

vol(Λ(OK )) = 2−r2
√
|dK |. (16)
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Construction A Lattices

Let K be a Galois number field of degree n which is either
totally real or a CM field (that is, a totally imaginary quadratic
extension of a totally real number field),

p be a prime ideal of OK above the prime p.

OK/p ∼= Fpf .

Let C be an (N, k) linear code over Fpf .

Then, a Construction A lattice using underlying code C and
number field K is given next.
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Construction A Lattices

Definition

Let ρ : ON
K → FN

pf
be the mapping defined by the reduction modulo

the ideal p in each of the N coordinates:

ρ : ON
K → FN

pf
,

(x1, . . . , xN) 7→ (x1 mod p, . . . , xN mod p)
(17)

Define ΓC to be the preimage of C in ON
K , i.e.,

ΓC =
{

x ∈ ON
K | ρ(x) = c, c ∈ C

}
. (18)

Then, σN(ΓC) ⊂ Rn is the Construction A lattice with underlying
code C.
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Remark

ΓC is a Z-module of rank nN.

Let K be a totally real or a CM field. Consider the following
symmetric bilinear form bα : ON

K ×ON
K → R

bα(x, y) =
N∑
i=1

n∑
j=1

σj(αxi ȳi ), (19)

where x = (x1, . . . , xN) and y = (y1, . . . , yN) are vectors in ON
K ,

α ∈ OK is a totally positive element, meaning that σi (α) > 0
for all i .

The pair (ρ−1(C), bα) forms a lattice of rank nN, which is
integral when α is in the codifferent of K which is the set
D−1

K = {x ∈ K : Tr(xy) ∈ Z for all y ∈ OK}, but also in
other cases, depending on the choice of C.
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Construction A Lattices from cyclotomic number fields

Example

For p a prime, take for K the cyclotomic field Q(ζp), where ζp
is a primitive pth root of unity and OK = Z[ζp].

Take p = (1− ζp) the prime ideal above p, and α = 1/p.

Since OK/p ∼= Fp, this construction involves linear codes over
Fp.

The case p = 2 is the original binary Construction A, proposed
by Forney.
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Generator Matrix of Construction A Lattices

Let K be a Galois extension.

Choose the prime p so that p is totally ramified and pOK = pn.

Let {ω1, . . . , ωn} and {µ1, . . . , µn}, where µi =
∑n

j=1 µi ,jωj ,
be the Z-bases of OK and p, respectively.

A generator matrix for the lattice OK together with the trace
form 〈w , z〉 = TrK/Q(wz), w , z ∈ OK , is

M = [σj(ωi )]ni ,j=1. (20)

By applying the embeddings over the basis of p we have

[σj(µi )]ni ,j=1 = DM, (21)

where D = [µi ,j ]
n
i ,j=1.
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Generator Matrix of Construction A Lattices

Let C ⊂ FN
p be a linear code. The lattice ΓC is a sublattice of ON

K

with discriminant

disc(ΓC) = dN
K (pf )2(N−k), (22)

where dK = (det([σi (ωj)]ni ,j=1))2 is the discriminant of K .
The lattice ΓC is given by the generator matrix

MC =

[
Ik ⊗M A⊗M

0n(N−k)×nk IN−k ⊗DM

]
, (23)

where ⊗ is the tensor product of matrices,
[

Ik A
]

is a generator
matrix of C, M and DM are the matrices of the embeddings of
Z-bases of OK and p, respectively.
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Modular lattices

Definition

Given an arbitrary lattice (L, b), the dual lattice of (L, b) is the
pair (L∗, b), where

L∗ = {x ∈ L⊗Z R | b(x, y) ∈ Z for all y ∈ L} . (24)

If L ⊂ L∗, (L, b) is integral.

An integral lattice (L, b) is called even if b(x, x) ∈ 2Z for all
x ∈ L and odd otherwise.

If (L, b) ∼= (L∗, b), i.e., there exists a Z-module homomorphism
τ : L → L∗ such that b(τ(x), τ(y)) = b(x, y) for all x, y ∈ L,
then (L, b) is unimodular.

If (L, b) is integral and (L, b) ∼= (L∗, db), it is d-modular.
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Self dual linear codes

Self-dual codes thus provide a systematic way to obtain modular
lattices.

Definition

Let C ⊂ FN
q be a linear code of dimension k , q a prime power.

Dual code is C⊥ =
{

x ∈ FN
q | x · y =

∑N
i=1 xiyi = 0 ∀ y ∈ C

}
.

C is self-dual if C = C⊥.

For K = Q(ζp), if C ⊂ FN
p is self-dual, then (ρ−1(C), b 1

p
) is

unimodular.
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Secrecy gain of modular lattices

Remark

The volume of a d-modular lattice is vol(Λ) = d
n
4 .

Let Λ be an n-dimensional d-modular lattice. The weak secrecy
gain of Λ is given by

χΛ =
Θ 4√

dZn(τ)

ΘΛ(τ)
, τ =

i√
d
. (25)

Belfiore and Solé discovered a symmetry point in the secrecy
function of `-modular (` = 1, 2, 3, 5, 6, 7, 11, 14, 15, 23) lattices
and the weak secrecy gain χΛ is conjectured to be the secrecy
gain for these lattices.
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Problem statement

Conclusion about the weak secrecy gain of modular lattice

Fixing dimension, the length of the shortest nonzero vector,
kissing number, a smaller level d gives a bigger χΛ. However,
the lattices with high level d are more likely to have a large
length for the shortest nonzero vector.
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Construction of modular lattices using Construction A and
cyclotomic number fields

W. Kositwattanarerk, S. S. Ong and F. Oggier, 2013

Let p be an odd prime and consider the cyclotomic field K =
Q(ζp), with the ring of integers OK = Z[ζp].

Take the prime ideal p = (1−ζp) with the residue field OK/p ∼=
Fp, and the bilinear form b1/p(x, y) =

∑N
i=1 TrK/Q(xi ȳi/p),

where TrK/Q(x) =
∑p−2

i=0 σi (x) =
∑p−1

i=1 x i , for x ∈ K .

Given a code C over Fp, if C ⊂ C⊥ then (ρ−1(C), b1/p) is an
even integral lattice of rank N(p − 1).

If C is self-dual, then (ρ−1(C), b1/p) is an even unimodular lat-
tice.
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Construction of modular lattices using Construction A and
cyclotomic number fields

W. Kositwattanarerk, S. S. Ong and F. Oggier, 2015

Let K+ = Q(ζp + ζ−1
p ) and let C ⊂ FN

p be a k-dimensional

code such that C ⊂ C⊥.

Then the lattice (ρ−1(C), bα) together with the bilinear form
bα(x, y) =

∑N
i=1 TrK+/Q(αxiyi ), where α = 1/p, is an integral

lattice of rank N(p − 1)/2.

In addition, if C is self-dual, then (ρ−1(C), bα) is an odd uni-
modular lattice.
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bα(x, y) =

∑N
i=1 TrK+/Q(αxiyi ), where α = 1/p, is an integral

lattice of rank N(p − 1)/2.

In addition, if C is self-dual, then (ρ−1(C), bα) is an odd uni-
modular lattice.
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Construction of modular lattices using Construction A and
cyclotomic number fields

We consider the generalizations of these results to K = Q(ζpr ) and
K+ = Q(ζpr + ζ−1

pr ), with r > 1, or K = Q(ζn), with n 6= pr .

Panario, Sadeghi and Khodaiemehr

Let K = Q(ζpr ), with r > 1 and p an odd prime number, with
the ring of integers OK = Z[ζpr ].

K is a CM field and the prime p totally ramifies in K as pOK =
Ppr−1(p−1), with residue field OK/P ∼= Fp, where P = (1 −
ζpr ).

Let C ⊂ FN
p be an (N, k) self-dual code over Fp.

Then, (ρ−1(C), b1/p) with b1/p(x, y) =
∑N

i=1 TrK/Q(xi ȳi/p), is
d-modular if and only if d = 1 and r = 1.
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Construction of modular lattices using Construction A and
cyclotomic number fields

Panario, Sadeghi and Khodaiemehr

Let K+ = Q(ζpr + ζ−1
pr ), with r > 1 and p an odd prime

number, be the totally real maximal subfield of a cyclotomic
field with the ring of integers OK+ = Z[ζpr + ζ−1

pr ].

K+ is a totally real number field and the prime p totally ramifies

in K+ as pOK+ = p
pr−1(p−1)

2 , with residue field OK+/p ∼= Fp,
where p = (2− ζpr − ζ−1

pr ).

Let C ⊂ FN
p be an (N, k) self-dual code over Fp.

Then, (ρ−1(C), b1/p) with b1/p(x, y) =
∑N

i=1 TrK/Q(xiyi/p), is
d-modular if and only if d = 1 and r = 1.
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Let n = 2k be the lattice dimension. Let kl = 24/
∑

d |l d
be integral. If the number of divisors is less than or equal
2, l ∈ {1, 2, 3, 5, 7, 11, 23}. If l is the product of some (not
necessarily distinct) primes, then l ∈ {6, 14, 15}.

For z ∈ H and q = eπiz , let η(z) = q1/12
∏∞

m=1(1 − q2m) be
the Dedekind eta function, and set ∆l(z) =

∏
d |l η(dz)kl , for

l ∈ {1, 2, 3, 5, 6, 7, 11, 14, 15, 23}.
If l ∈ {1, 2, 3, 5, 7, 11, 23} then the theta series of an even l-
modular lattice of dimension 2k can be written as a linear com-
bination of all modular forms Θλ

2k0
∆µ

l , λ, µ ≥ 0, of weight k ,
in which Θ2k0(z) denotes the theta series of an even l-modular
lattice of lowest positive dimension. We have k0λ+ klµ = k .
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Strongly modular lattices

Given an integral lattice Λ of level l , the partial dual DdΛ of Λ,
for d an exact divisor of l , is DdΛ =

√
d
(

1
d Λ ∩ Λ∗

)
, and Λ an

integral lattice is said to be strongly modular if DdΛ ∼= Λ for
all exact divisors d of l .

If l is prime, the notion of strongly modular is the same as that
of modular. We distinguish modular and strongly modular for
l ∈ {6, 14, 15}.
For l ∈ {6, 14, 15}, the theta series of an even strongly modular
lattice of level l and dimension n = 2k can be written as a linear
combination of Θλ

4 ∆µ
l , λ, µ ≥ 0, where 2λ + 2klµ = k . Θ4

is the theta series of some four-dimensional strongly modular
even lattice of level l = 6, 14, 15.
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Extremal Lattices

The minimum, or minimum norm µΛ = min(Λ) = min{‖|x‖|2, x ∈
Λ, x 6= 0} of an even strongly l-modular lattice,

l ∈ {1, 2, 3, 5, 6, 7, 11, 14, 15, 23}

satisfies

min(Λ) ≤ 2 + 2

⌊
n
∑

d |l d

24
∑

d |l 1

⌋
.

Lattices meeting the bound are called extremal. The minimum
corresponds to the first non-constant coefficient of the theta
series,which is called the kissing number of the lattice.
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Available Results

Secrecy gain is a lattice invariant and depends on theta series.

It has been studied for unimodular lattices, in [Lin and Oggier
13] for unimodular lattices up to dimensions 23, in [Lin and
Oggier 12, Oggier et al. 16] for higher dimensional and extremal
unimodular lattices, and in [Pinchak 13] for unimodular lattices
constructed from direct sums and from codes.

It was shown that lattices with large minimum norm tend to
have a large (thus good) secrecy gain.

Then 2-, 3-, and 5-modular lattices and their secrecy gain were
considered, respectively, in [Hou et al. 14, Lin et al. 15],
and a generic construction of l-modular lattices from a general
Construction A over number fields was proposed in [Hou and
Oggier 17], where a few secrecy gains were computed.
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Available Results

All the evidence obtained so far confirms that lattices with a
large minimum norm tend to have the best secrecy gain, but
what is less clear, is which level allows to obtain best secrecy
gains?

To tackle this question, the secrecy gain of l-modular lattices,
for l ∈ L = {1, 2, 3, 5, 6, 7, 11, 14, 15, 23}, focusing on lattices
with large minimum norm, especially extremal lattices, have
been studied in [Oggier, Belfiore, 18].
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Methodology

Using the above results, we need to construct theta series of
extremal lattices in high dimensions. To do so, we need to
identify the theta series of even l-modular lattices for l ∈ L
in the smallest dimension, and when there are several of them,
considering those extremal is enough.

Equipped with these theta series, we compute the secrecy gain
for extremal theta series of level l using the software SAGE.

Comparing the numerical results shows that l = 2, 3, 6, 7, 11 are
the best levels for the respective ranges of dimensions {80, 76, 72},
{68, 64, 60, 56, 52, 48}, {44, 40, 36}, {34, 32, 30, 28, 26, 24, 22},
{18, 16, 14, 12, 10, 8}.
Hence, within a range of dimensions where different levels exist,
the highest value of l tends to give the best secrecy gain.
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Theta series of lowest dimensional even strongly l-modular
and extremal lattices

Figure: Lattices in the smallest dimension 2k0 which are even, strongly
l-modular, and extremal.
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Figure: Lattices in the smallest dimension n which are even, stron-
gly l-modular, and extremal (except for l = 14, 15, 23 where
L14, L

′
14, L15, L

′
15, L

′
23 are not extremal) and their theta series.
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Example (l = 15)

A generic theta series for even strongly 15-modular lattices is
Θλ

4 ∆µ
15, 2λ+ 2µ = k , with ∆15 = q2− q4− q6− q8 + · · · and

the upper bound for the minimum of these lattices is 2 + 2bn4c.

For example, for n = 8, we have a minimum of 6, and

Θ2
4 + a1Θ4∆15 + a2∆2

15.

We notice that Θ4 could be the theta series of the extremal even
strongly 15-modular lattice E (15), but other fourd imensional
strongly 15-modular lattices could be used as well.

The values of n for which 15-modular even extremal lattices
exist are listed in the next slide.It containes extremal theta series
found using Θ4 = E (15), L15 and L′15.
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Figure: The values of n for which 15-modular even extremal lattices exist.
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Secrecy gain of even l-modular lattices

Having computed the theta series of extremal even strongly
l-modular lattices, we can compute the corresponding secrecy
function and secrecy gain (that is, the value of the secrecy
function at 1/

√
l for all of them. The secrecy function tends

to have a typical bell shape.

The secrecy function of two-modular lattices is shown next, as a
function of y = −iz in dB, for dimensions n = 8, 12, 16, 20, 24.
When the dimension increases, the secrecy function takes larger
values. The fluctuations of the curves on the left-hand side are
an artifact of numerical computations, due to the fact that the
theta series are cut after q20. The further the theta series is
cut, the better the convergence to 1.
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Figure: The secrecy function of two-modular lattices for dimensions n =
8, 12, 16, 20, 24.

Khodaiemehr Shahid Beheshti University November 5, 2019 60 / 70



 K
. N

. T
oo

si 
 U

n
iv

er
si

ty
 o

f 
T

ec
h

n
ol

og
y 

 

Introduction
Preliminaries

Lattice Construction using Codes
Secrecy gain of modular lattices

Main results
Secrecy Gain of Extremal Even l-modular Lattices

References

K. N. Toosi University of Tech.

Figure: Secrecy gains of l-modular lattices for l = 1, 5, 6, 7. For dimensions
between 20 and 50, 7-modular lattices have highest secrecy gains, closely.
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Figure: Secrecy gains of l-modular lattices for l = 1, 2, 3, 5, 7, 11, 14, 15.
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Weak secrecy gain of dimension 8 Construction A latices
from number fields
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Figure: Dimension 12 Construction A latices from number fields
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Figure: Dimension 16 Construction A latices from number fields
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Observations

Take take τ = i/
√
l the numerator of secrecy function is

Θ 4√lZn(
i√
l
) =

∑
x∈ 4√lZn

q||x ||
2

=
∑
x∈Zn

q
√
l ||x ||2

=
∑

x∈ 4√lZn

q||x ||
2

=
∑
x∈Zn

e
π·i ·i · 1√

l
·
√
l ||x ||2

=
∑
x∈Zn

e−π||x ||
2
,

which is a constant. The denominator is

ΘL(
i√
l
) =

∑
x∈L

q||x ||
2

=
∑
x∈L

e
π·i ·i · 1√

l
·||x ||2

=
∑
x∈L

e
− π√

l
||x ||2

=
∑

m∈Z≥0

Am

(
e
− π√

l

)m
,

where Am is the number of vectors in L with norm m.
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Observations

Hence the denominator can be viewed as a power series in e
− π√

l ,
which is a positive real number less than 1. Then the following
will be preferable for achieving a large weak secrecy gain.

Large minimum, which determines the lowest power of e
− π√

l in
the power series.

Small value of Am, i.e., small kissing number.

Small value of l , so that e
− π√

l is small.

However, from the three tables, the minimum seems to be more
dominant than other factors.
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Figure: Dimension 16 Construction A latices from number fields
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